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DETAILED ACTION 
Priority 

1 . No claim for priority has been made in this application. 

The effective filing date for the subject matter defined in the pending claims in 
this application is 9/20/2001 . 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

2. Claims 1 - 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ansell (Patent Number: 67921 13), hereinafter referred to as Ansell, in view of 
Christensen (Patent Number: 2002/0071559), hereinafter referred to as Christensen. 



As per claim 1, 7 and 16, Ansell teaches a method for control of key pair usage in 
a computer system', the method comprising: 
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Ansell teaches creating key pair material and determining whether the key pair 
material is bound to the hardware ID (i.e. machine binding) (Ansell: se for example, 
Figure 3B Element 140, 2404 & 308 and Column 2 Line 33 - 64 and Column 10 Line 10 
- 25). 

Ansell further teaches the security key pair can be associated with either the type 
of a machine-binding (i.e. binding with HW ID) data structure (Ansell: se for example, 
Figure 3B) or the type of a user-binding (i.e. non-binding with HW ID) data structure 
(Ansell: se for example, Figure 3A). 

Ansell does not disclose expressly creating key pair material for utilization with 
an embedded security chip of the computer system. 

Christensen teaches creating key pair material for utilization with an embedded 
security chip of the computer system (Christensen: see for example, Paragraph [0245] 
and [0252] Line 1 - 4: Christensen teaches the secured HW ID can be stored in the 
embedded chip). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Christensen within the system of Ansell 
because (a) Ansell teaches the machine-binding hardware ID is used for the decryptor 
and is stored as read-only data (Ansell: see for example, Figure 3B Element 140 & 308 
and Column 6 Line 5-12) and (b) Christensen teaches providing a mechanism by 
storing the encryption / decryption key in a silicon chip with the advantage that the 
decryption key is never exposed to the receiver (Christensen: see for example, 
Paragraph [0001] Line 7 - 8 and Paragraph [0255] Line 1 - 2). 
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Accordingly, Ansell in view of Christensen teaches: 

(a) creating key pair material for utilization with an embedded security chip of the 
computer system, the key pair material including tag data (Examiner notes the tag data 
is interpreted as the indicator to identify the passport data structure as either the type of 
a machine-binding structure or the type of a user-binding data structure for the 
associated key pairs as addressed above and thereby, the indicator can indeed serve 
as the desired tag bit). 

(b) determining whether the key pair material is bound to the embedded security 
chip based on the tag data (See the same rationale as addressed above). 

As per claim 2, 9 and 17, Ansell in view of Christensen teaches the claimed 
invention as described above (see claim 1 , 8 and 16 respectively). Ansell further 
teaches comprising a bit to indicate whether binding is required for the key pair material 
(Ansell: se for example, Figure 3B & 3A: Ansell teaches the security key pair can be 
associated with either the type of a machine-binding (i.e. binding with HW ID) data 
structure (Ansell: se for example, Figure 3B) or the type of a user-binding (i.e. non- 
binding with HW ID) data structure (Ansell: se for example, Figure 3A) and thereby 
using a bit is equivalent to the indicator that the security private key is associated with 
either one of the presented two different types of binding structure as taught by Ansell). 

As per claim 3 and 1 1 , Ansell in view of Christensen teaches the claimed 
invention as described above (see claim 1 and 7 respectively). Ansell further teaches 



Application/Control Number: 09/957,415 Page 5 

Art Unit: 2131 

creating key pair material further comprises creating key pair material of different levels 
(Ansell: see for example, Figure 3A & 3B: (a) hardware ID key pair in the machine- 
binding passport data structure (Figure 3B Element 140) is qualified as a hardware key 
pair level) (b) machine-binding private key in the machine-binding passport data 
structure (Figure 3B Element 304) is qualified as a platform key pair level (c) user 
private key in the user-binding passport data structure (Figure 3A Element 304) is 
qualified as user key pair level and (d) content master key (i.e. application key) is 
qualified as a credential key pair level). 

As per claim 4, 5, 12 and 13, Ansell in view of Christensen teaches the claimed 
invention as described above (see claim 3, 4, 1 1 and 12 respectively). Ansell further 
teaches the four levels further comprise a hardware key pair level, a platform key pair 
level, a user key pair level, and a credential key pair level (Ansell: see for example, 
Figure 3A & 3B: the four levels are (a) hardware ID key pair in the machine-binding 
passport data structure (Figure 3B Element 140) is qualified as a hardware key pair 
level) (b) machine-binding private key in the machine-binding passport data structure 
(Figure 3B Element 304) is qualified as a platform key pair level (c) user private key in 
the user-binding passport data structure (Figure 3A Element 304) is qualified as user 
key pair level and (d) content master key (i.e. application key) is qualified as a credential 
key pair level). 
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As per claim 6 and 14, Ansell in view of Christensen teaches the claimed 
invention as described above (see claim 5 and 13 respectively). Ansell further teaches 
including tag data further comprises including a tag for indicating binding is required for 
the platform key pair level (Ansell: see for example, Column 10 Line 19-25 and 
Column 2 Line 33 - 64: the set tag bit for machine-binding private key (interpreted as 
the platform key) bound to the embedded security chip is equivalent to the indicator 
associated with the machine-binding passport data structure for respective private key). 

As per claim 8, Ansell in view of Christensen teaches the claimed invention as 
described above (see claim 7). Ansell further teaches comprising means for security 
setup to provide an interface on the computer system for administration of the security 
processor, including providing the tag data (Ansell: see for example, Column 6 Line 16 
-18). 

As per claim 10, Ansell in view of Christensen teaches the claimed invention as 
described above (see claim 7). Ansell in view of Christensen further teaches the 
security processor includes memory for storing the key pair material (Ansell: see for 
example, Column 8 Line 28 - 31) and (Christensen: see for example, Paragraph [0245] 
and [0252] Line 1-4). 

As per claim 15, Ansell in view of Christensen teaches the claimed invention as 
described above (see claim 14). Ansell further teaches the key pair material further 
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comprises a tag to indicate binding is not required for the user key pair level (Ansell: see 
for example, Figure 3A & Figure 3B: the indicator (tag bit) for the user private key is 
inherent to be reset (OFF) as taught by Ansell because the 3 rd level of user private key 
is transparent to (i.e. not dependent on) the 1 st level of HW ID (i.e. embedded security 
chip level). 

As per claim 18, Ansell in view of Christensen teaches the claimed invention as 
described above (see claim 17). Ansell further teaches utilizing the reset tag bit with a 
user key pair level in the hierarchical structure to allow user key pairs to be verified 
securely on more than one computer system (Ansell: see for example, Figure 3A & 
Figure 3B: the indicator (tag bit) for the user private key is inherent to be reset (OFF) as 
taught by Ansell because the 3 rd level of user private key is transparent to (i.e. not 
dependent on) the 1?* level of HW ID (i.e. embedded security chip level) and thereby, it 
allows user key pairs to be verified securely on more than one computer system - i.e. 
there is no binding with a particular machine / HW ID). 

As per claim 19, Ansell in view of Christensen teaches the claimed invention as 
described above (see claim 18). Ansell further teaches utilizing the set tag bit with a 
platform key pair level in the hierarchical structure to allow a platform key pair to be 
verified only on a computer system where binding with the embedded security chip is 
established (Ansell: see for example, Column 2 Line 33 - 64 and Figure 3B: the 
machine binding private key (interpreted as the platform key) with the indicator 
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associated with the machine binding passport data structure allows a platform key pair 
to be verified only on a computer system where binding with a particular HW ID). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
Art Unit 2131 




